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PATENT LICENSE AGREEMENT

This Patent License Agreerment (*Agresment”) is made as of the date last signed below
(“Eifective Date”) between OpeaSSL Software Foundation, Inc, (“Company™),
incorporated in the state of Maryland, with & principel place of business at 1829 Mount
Ephraim Read, Adamsiown, Maryland 21710-8521, U.S.A,, and the United States
Ciovernmant (“USG™) as represented by the National Security Agency, an instrumentality
of the United States Government with 2 prineipal place of business at 9800 Savage Road,
Ft. Maade, Maryland, 20755-6000, U.S.A.

. WHEREAS, USG has licensed carigin patents and patent applications in the field of
elliptic enrve cryptography from Certicorn Cogporssion (Certicom), with the right to
sublicense the same:

WHEREAS, USG desizes to licanse the patents and patent applications in order to allow
implementation of thess paients and patent applications;

WHERHAS, Company dzsires & Heenss 1o the patents and patent applications in order to
implernent thess patents and patent applications; and,

WHEREAS, USG is willing to grant 2 license under the patents and patent applications in
accordance with the terms and conditions set forth in this Agresment,

NOW, THEREFORE, in consideration of the mufual promises, terms, and conditions
hereinafier set forth, the parties hereby agree zs follows:

. Definitions.

[

A. "End User" means a person or entity granted the right to use any Licensed
Product or Licensad Process solely for that person or entity’s own use without
right to license, resell, or otherwise rediswibute such Licensed Product or
Licensed Process o any other person or entity,

B. “Field of Use” means the technclogy and methods necessary 1o implement, it an
NSA Approved Frodust or a product for national security compliant with
FIPS-140-2 or i1s successors, the Licensed Parents and Patent Applications with
elliptic curves over GF(p), where p is a prime number greater than 2%,

C. “NSA Approved Product” means a producs that is approved by the NSA for use
byt

1) U.S. Government agencies for protecting classified information, mission
critical information, national security information or for protecting
information under 10 U.8,C, 2315 or information contained in & “pational
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security system” as defined by 40 U.S.C. 1452 and re-codified at

40 U.S.C, 11103; ar,

State and Local government agencies for protecting classified information,
mission critical information, national security information or for
srotecting information under 10 U.S.C. 2315 or information contained ina
“naticnal security system” as defined by 40 U.8.C, 1452 and re-codified at
40US8.C 11103 or,

Forsign government agencies for protecting classified information,
rodsston eritical information, or national security information where
interoperability with U.S, entities using an NSA Approved Product isa
posgibility or the aforementioned information otiginaied in the us.
Federal, State, or Local Government.

D. “Licensed Patents and Patent Applications” means the following United States
and foreign patents and patent applications and any continuations, continuations
in part, divisions, reissues, reexaminations, issuances, and foreign equivalents
thereof:

1)

2)

3

4.)

8.)

8

U.8. Pat. No. 5,761,305 entitied “Key Agisement and Transport Frotocol
with Implicit Signatures” issued on June 2, 1998;

Can, Pat. Appl, Ser, No, 2176972 entitied “Key Agreement and Transpar
Protogot with Emplicit Signature and Reduced Bandwidth” filed on May
16, 1996;

T7.S. Pat. No. 5,889,863 entitled “Key Agreement and Transport Protocol
with Inplicit Signatures” issued on March 30, 1999;

U.8. Pat. No. 5,896,455 entitled “Key Agreement and Transport Protocol
with Implicit Signarires” issued on April 20, 1999, '

U.5. Pat. No, 5,933,504 entitled “Strengthened Public Key Protaco!”
issued on August 3, 15988

Can. Pat, Appl. Ser. No. 2176866 entitled “Strengthened Pulilic Key
Protocol” filed on May 17, 1996;

E.P. Pat. Appl, Ser. No. 96201322.3 enditled “Strengthened Public Key
Protocol” filed on May 17, 1996

1.8, Pat, No. 5,999,626 entitied “Digital Signatures on & Smartcard”
issned on December 7, 1999;

Can, Pat, Appl. Ser. No, 2202586 entitied “Digital Signatures on 2
Smartcard” filed on April 14, 1987;
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EP. Pat. Appl. No. 97106114.8 emitled “Digital Signanuyesona
Smaeard” filed on April 15, 1997,

U.S Pat. No. 6,122,736 entitled “Key Agreemsnt and Transport Protocol
with Implicit Signatures” issued on September 19, 2000;

Can. Pat, Appl. Ser, No. 2174261 entitled “Key Agrsement and Transport
Protoco] with Enplicit Signsmres” filed on April 16, 1995

E.P. Par. Appl, Ser. No. 96105920.1 entitled “Key Agreement and
Transport Protoco! with Implicit Signatures™ filed on April 16, 1996;

1.8, Pat. No. 6,141,420 entitied “Bliipric Cuzve Enctyption Systems™
issued on October 31, 2000,

Can, Par. Appl. Ser. No., 2155038 entitled “Elliptic Curve Encryption
Systems” filed on July 31, 1995;

E.F. Pat. Appl. Ser, No. 95926348.4 entitled “Elliptic Curve Encryption
Systemis” filed on July 31, 1985

U.8. Pat. No. 6,336,148 entitled “Anthenticared Key Agreement” issued
on January 1, 2002;

U.8. Pat. No. 6,487,561 entitied “Key Agreement and Transport Protocel”
isgued on November 26, 2002;

Can. Pat. Appl. Ser. No. 2174280 entitled “Key Agreement and Transport
Brotoce!l” filed on Aprdl 16, 1996;

E.P. Pat. Appl. Ser. No. 961059219 entitled “Key Agreement and
Transport Protocal” filed on Aprii 21, 1996,

(.8, Pat. No. 6,563,928 eatitled “Strengihencd Public Key Prctocol”™
issned on May 13, 2003;

U.8. Pat, No. 6,618,433 entitled “Elliptic Curve Encryption Systems”
issuad Sepiember 9, 2003,

U.8. Par. Appl, Ser. No. 09/434,247 entitled “Digital Signatures ona
Smarteard” filed on Novernber 5, 1999:

10.8. Pat. Appl. Ser, No. 09/558,256 entitled “Key Agreement and
Transport Protocol with Implicit Signatures™ filed on April 25, 2000,
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25) 11.8. Pat. Appl. Ser. No. 09/842,492 entitled “Digital Signatures ona
Smartcard” flod on Angust 29, 2001 and published on July 18, 2002; and.

26,) U.S.Pat, Appl Ser, No. 10/185,735 entitled “Strangthened Poblic Key
Protocol” filed on July 1, 2000.

E. “Licensed Process” means any process which practices an invention claimad in
the Licgnsed Pazents and Patent Applications licensed under this Agreement and
whick if practiced ix the absence of the license granted in this Agreement would
infringe, contributz to, or induee the infringament of, at least one of the
Ligensed Patents and Patent Applications licensed under this Agreement.

F. “Licensed Product’ means any product, article, tolkit, equipment, system, unit,
or component part which employs or is produced by the practice of an invention
claimed in the Licansed Patents and Patent Applications licensed under this
Agreement and which if made, used, or gold in the absence of the license
granted under thiz Agreement, would infrings, contribute to, or induce the
infringement of at least one of the Licensed Patents and Parent Applications
licensed under this Agreement.

1icense (zrant and Restriclions.

& any, The USG hereby grants to the Company & nongxclusive,
nont:amferable, worldmds royalty-free lcense to the Patens and Patent
Applications listed herein within the Field of Use o make, have made, and use
Licensed Products and ro practice the Licensed Prosesses in the Field of Use and to
offer for sale, sell and import Licensed Products to End Users. All rights not
expressly granted herein are reserved by the USG. Under no circumstances will
anything in this Agreement be construed as granting, by implication, sstoppel, ar
otherwise, a license to any USG technology or proprietary right other thas the
permitted use of the Licensed Patents and Patent Applications.

Products.

A. The product(s) covered by this Agreement are;

1) The OpenSSL Toolkit

2) The OpenSSL FIFS Object Module

Source cods for both products is available at hup://openssl. org/source/ and
mireors and is distributed under a BSD style open souree license,
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B. All of the above products have been determined to be within the Field of Use, as
defined in section 1 of this Agreement.

Warranties and Disclaimers.

A. USC. USG warrants that it is authorized to enter into this Agreement and 1o grant
the rights granted to the Company in Section 2.

B. Disclaimer, Nothing in this Agreemeat is or shall be construed &s (i) a warranty or
representation by the USG as to the validity or scope of the Licensed Patents
and Patent Applications; (ii) any warranty or representation by the USG that
anything made, used, sold, or otherwise disposed of under the license granted in
this Agreeraent is or will be frec from infringement of patents, copyrights, and
other rights of third parties; or (fii) granting by implication, estoppel, or
otherwise any license under patents licensed by the USG other than the
Licensed Patents and Patent Applications defined in this Agreement, regardless
of whether such patents are dominant or subordinate to the Licensed Patents and
Patent Applications, EXCEPT AS EXPRESSLY SET FORTH IN THIS
AGREEMENT, USG MAKES NO REPRESENTATIONS AND EXTENDS
NO WARRANTIES OF ANY KIND, EITHER EXPRESS OR IMPLIED,
THERE ARE NO EXPRESSED OR IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OR
THAT THE USE OF THE LICENSED PRODUCTS OR LICENSED
PROCESSES WILL NOT INFRINGE ANY PATENT, COPYRIGHT,
TRADEMARK, OR OTHER RIGHTS.

Marking and References.

A. Patent. The Company agrees to mark all Licensed Products licensed under this
Agreement, or in the event their size or configuration makes such marking
impractical, their containers, packaging, or labels, as well a5 all literature
describing the Licensed Products, with the appropriate patent sumbers or patent
application serial numbers.

- 23 Marks, The Company agrezs not to identify or use any
trademark, servics mark, trade name, or symbol of Cemicom or its affiliates,
their employees, agents, officers, or directors without the prior written approval
of Certicom,

Limitation of Liability.

11
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NO LIABILITY. TO THE EXTENT PERMITTED BY APPLICABLE LAW,
CERTICOM AND THE USG SHALL NOT BE LIABLE TO THE COMPANY,
THE END USERS OF ANY LICENSED PRODUCT OR LICENSED PROCESS,
OR ANY THIRD PARTIES FOR ANY DIRECT, CONSEQUENTIAL,
INCIDENTAL, INDIRECT, PUNITIVE, OR SPECIAL DAMAGES
WHATSOEVER, INCLUDING, WITHOUT LIMITATION, ANY DAMAGE OR
INJURY TO BUSINESS EARNINGS, PROFITS, OR GOODWILL SUFFERED BY
ANY PERSON ARISING FROM ANY USE OF THE LICENSED PATENTS AND
PATENT APPLICATIONS, LICENSED PRODUCTS, AND/OR LICENSED
PROCESSES, REGARDLESS OF WHETHER SUCH LIABILITY IS BASED ON
BREACH OF CONTRACT, TORT, STRICT LIABILITY, BREACH OF
WARRANTIES, INFRINGEMENT OF INTELLECTUAL PROPERTY, FAILURE
QF ESSENTIAL PURPQOSE OR OTHERWISE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

Term and Termination,

This Agreement and the rights and ¢bligations established thereby shall remain in
effect until the expiration of the last Licensed Patent and Patent Application licensed
under this Agresment, or earlier if terminated by USG for any of the following
reasons:

A. Breach of this Agreement by the Company: or,
B. Termination, by means other then expiration, of this Agreement by USG,

The determination of whether a breach has occurred remaing within the sole
discretion of the USG,

The Company may terminate this Agreement at any time. USG may terminate this
Agreement when it is no longer able to approve the Company’s product for use after
it was once approved. Substantive changes in the product(s) may require another
evaluation in order to maintain product approval. USG need not terminate this
Agreement

o et HOAT S

From and after termination of this Agreement, the Company shall cease and desist
from all use of the Licensed Patents and Patent Applications licensed under this
Agreement,

Notices,
11
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All notices in connection with this Agreement shall be sent to the addresses stated at
the beginning of this Agreement where the parties are identified (or to such other
address as the patty to receive the notice se designates by written notice to the cther)
and shall be: (i) deposited in the official mail systern of the country of the sender.
postage prepaid, certified or registered, return receipt requested; (ii) sent by overnight
courier, charge prepaid; or (1ii) delivered in person, Notices will be deemed to have
been given at the time of acrual delivery in person, six (6) business days after deposit
in the official mail system of the ¢ounty of the sender, or one (1) day after deposit
with an overaight courier service,

49, Miscellanetus,

A. Govarning Law, This Agreoment shall be governed and congtrued by U.S. federal
law. without regard to any conflicts of law principles.

B. Mo Waiver. No waiver of any broach of aty provision of thig Agreement shail
constitute a waiver of any prior, concurrent, or subsequent breach of the same or
any other provision hereof, and no waiver shail be effective, unless made in
writing and signed by an authorized reprasentative of the waiving party,

C. Severability, If any provision of this Agreement shail be held by a court of
competent jurisdiction to be illegal, invalid, or unenforceable, the parties shall
endeaver in good faith to ageee o amendments thas will presarve, as far as
posaible, the intantions expressed in this Agreement. If the parties fall to agree
on such amendinents, auch invalid provision shall be severed from the
remaining provisions, which shall temain in full foree and effeet,

D. Relationship. The relationship between the USG and the Company is solely that
of independent conwractors, Neither this Agreement nor any tarms and
conditions contained herein shall be construed as creating a partnership, joint
venture, or agency relationship or as granting a franchise, Neither party shall
have the anthority to represent or bind the other.

E. Headings. Section headings are nsed in this Agreement for convenience of
reference only and shall not affect the meaning of any provision of this
Agresment, -

F. Assignment The license grant in Section 2 is personal to USG and the Company,
and the Company shall not assign or transfer this Agreement.

G. PForce Majeure, Neither party shall be held responsible for any delay or failure in -
' performance of its obligations hereundsr to the extent such delay or failure is
caused by fire, flood, strike, civil, govemmental, or military authority, act of
terrorism, aet of God, or other similar causes beyond its reasonable control and
11
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without the fault or negligence of the delayad or non-performing pary or iis
aubconlractors,

pplisaes and F Reshi Jighility. The patent and paient
appacaﬁons nsed uader this Agreem.,nt, whethar or not incorporated into
Licensed “Toducts or Licensad Processes, sre subject to United States and
Canadian export control laws and vegulations that restnict exports, reexports,
and disslosures to foreign persons of cryptographic items and are also subject 1o
certain foreign laws that may rasivict the export, reexpor, import, and/or use of
suck items. Performance of this Agreement is expressly made subject to any
expor: laws, regulations, orders, or other restrictions imposad by the United
States of America, Canads, or any other eotintry or government entty on the
tachriology described in the Licensed Patents and Fatent Applications under this
Agreerment, Licensed Products, Licensed Processes, or information wlatiag
any of the above, Notwithstanding any other provision of this Agreement to the
contrary, the Company under this Agreement shall not direcily of indirectly
import, export, or reexport any echnology described in the Liconsed Patents
and Patent Applications, Licensed Products, Licensed Processes, or information
pertaining thereto to any country or foreign person to which such imporr,
export, or reexport is restricted or prekhibited, If any country, govermment, o
any agency thereof requires an export license or other governmental approval af
the time of import, expart, or reexport, the Company shall obtain sueh license
approval before imporing, exporting, or resxporting any technology deseribed
in the Licensed Patents and Patent Applications, Licensed Products, Licensed
Processes, ar information pertaining thereto. The Company ungonditionally
accepts full responsibility for thelr compliance with these requirements.

1. Language, This Agreament has been drawn up and shall be construed in
sccordance with the English language.

1. Countgrparts. This Agreament may be executed in two or more counterpars, each
of which ghall be deemed to be an original and all of which together shall
constitute one and the same instrusnent.

2 ignature, This Agreement and any counterpart original thersof may be
executed and transmitted by facsimile, The facsimile signature shall be valid
and acceptable for all purposes ax if it were an original.

IN WITNESS WHEREOF, each party has caused this Agreement to be executed by its
duly authorized representatives:

OpenSSL Software Foundation, Ine, NATIONAL SECURITY AGENCY

i1
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BY:_EJé-_ Mo By (i QF

Steve Marquess Curtis W. Dukes

PRESIDENT DIRECTOR, NSA/CSS COMMERCIAL
SOLUTIONS CENTER

DATE: _ 2010-11-04 pATE: |9 Nowber 2010
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